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Ships have a complex (digital) environment

Nautical info . Manager
Routing ﬂ Fairways and port approach ﬂ Charterer
Ship  (jass Aids to VTS () g/land:.tory Agents  Ship
services NERERIET Lolole] eporting operations
\ 'Y Y System P
CIearanCe 1 f/ &k
. I E— — — e e AlIS
Maritime Slngle ———— —
) Satellite
Window Other ships
‘d / At sea
Cargo
clearance POFt
Communlty q
Systems Harbour _
Terminals “ master Port OT

Port operations

ﬁ\k ITS Norway



Different types of Single Windows
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Amendment to the IMO FAL Convention

* Amendments to the FAL Convention adopted in May 2022.
* Mandatory to accept electronic data exchange in MSW, January 15t 2024.

No principles for how data
exchanges shall take place. No single standard for Too little coordination
Shall it cover local agents digital information between the different port
only or international exchange is defined. states.
shipping?

Guidelines for setting up a maritime single window (FAL.5/Circ.42/Rev.3).

The IMO Compendium on Facilitation and Electronic Business (ISO, WCO, UNECE).
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Resulting in different approaches

Port
specific,
based e.g.
on Port
Community
System.

Local JSON
and HTTPS
APlIs.

EDI using,
e.g. EDIFACT
and
email /ftp.

National
single
window
with local
standards.

Regional
(EU) based
on “four
corner
model”.

ISO 28005
based on
HTTPS and
XML.

S-100 based
proposals.

Navelink
and
Maritime
Connectivity
Platform.
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Just to mention a few that have been discussed ...




Some general questions to be asked

INTERNATIONAL E
MARITIME
ORGANIZATION

4 ALBERT EMBANKMENT
LONDON SE1 7SR
Telephone: +44 (0)20 77357611 Fax: +44 (0)20 7587 3210

FAL.5/Circ.42/Rev.2
8 June 2022

GUIDELINES FOR SETTING UP A MARITIME SINGLE WINDOW

FAL 5/Circ.52
31 March 2023

GUIDELINES FOR HARMONIZED COMMUNICATION AND ELECTRONIC EXCHANGE
OF OPERATIONAL DATA FOR PORT CALLS

FAL.5/Circ 46
1 June 2022

GUIDELINES ON AUTHENTICATION, INTEGRITY AND CONFIDENTIALITY OF

INFORMATION EXCHANGES VIA MARITIME SINGLE WINDOWS AND RELATED
SERVICES

Principles and semantics for data
exchanges between ship and
shore in line with IMO guidelines.
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USCG - AMVER, January 2019

To be standardized
internationally?

Automated machine to machine
or human in the loop?



To what silo should MSW belong?
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Need harmonization with IMO Compendium

Initial contributors

Government

data
Main sources of data - g
The FAL Forms S
" ) T T
Maritime Declaration of Health oo

Operational

Stowaways
data

Waste reporting <)
Just in Time arrival
Ship Certificate list

AN
Mandatory Ship Reporting System ISO
Ballast water reporting =

IMO Reference Data
Model
"IMO Compendium”
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But have implications beyond B2A operations

Nautical Administrative

Operational
data
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European Maritime Safety Agency
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International or local scope?

* Increasing
digitalization and
automation —also on

board
* Ships will participate
in ship-shore

Maritime Single

, communication
Window

through e-navigation.

 Automation will avoid
increased burden on
crew.

ﬁ\k ITS Norway



Digital sighatures

Automated machine-to-machine
removes human sanity checks
and requires authentication and
integrity checks.

ﬁ\k ITS Norway

Owner/manager

=g

Charterer

G
i

Agent

International scope requires
internationally accepted digital
signatures.

Ship in the loop may require
involvement of flag state and/or
IMO.



Cyber security

Encryption

A%

@ https://

Data protection

APl and transport
protection

Need general protection

of access point. Exposed

code, renew certificate
at least yearly.

May need additional
authorization for access.
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Nautical
data

Nautical
data

Operational
data

Operational
data

Integrity and authentication
of sender. Less exposed and
need renewal, e.g. each
three years.

Content may need additional
encryption. Dependent on
size, asymmetric or symmetric
keys should be used.

Public key certificate should
be linked to flag state or
IMO if ship is sender.

Symmetric keys need
additional transaction.



Necessary components of standard protocols

Orchestration

APl data content

Transport
protocol
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A%

@ https://

@{JSON}

A technical specification
for development of a set
of consistent APIs to
support a business
process.

Nautical
data

Operational
data

A data model where Message Implementation
data elements can be Guides (MIG) that specify the
selected to meet the APIs to support a business
requirements of the process, e.g. maritime single
business process. window, just in time etc.



From EDI to AP

Declarant Authority
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APl and orchestration requires a session concept
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ebMS AS4 is suggested by EU for EMSWe

_ European I
Commission

> Digital Homepage > eDelivery > Services eDelivery > Access Point specifications > eDelivery AS4

Aboutus v Building Blocks ~ | CONTACTUS ~

@ peppOI Members v About v Join v Tools & Support v Learn More v Documentation v Q
The future is open

1. eDelivery Services

eDeIivery e  Get Started Services Documentation Support

PEPPOL LOGISTICS - A NEW SERVICE DOMAIN THAT WILL ENABLE
_ _ MORE EFFICIENT LOGISTICS
1. eDelivery AS4 - 2.0 (working draft)

~ Access Point specifications
+ eDelivery AS4

eDelivery AS4 - 2.0
(working draft)

Status eDelivery Community Draft
eDelivery AS4 - 1.15

Publication &) 21.feb.2023
date

Used in Peppol for eProcurement, also
e e oed outside EU. PEPPOL is also working on
including logistics.

eDelivery AS4 - 1.14

Part of EU eDelivery framework.

e OASIS ebMS 3.0 — AS4 profile
* ISO 15000-1/-2

* HTTPS + SOAP
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Four corner vs. peer-to-peer

Sender ﬂ ﬁ Receiver

Sender Receiver
access pomt : : : : access pomt
Proposed model for European MSW environment. More conventional API thinking.
Using AS4 (ISO 15000 — ebMS 3.0 Applicability Statement 4).
XML SOAP over HTTPS. HTTPS may need server functionality

on both sides (also for AS4).
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Transport protocols

* [EC63173-2 SECOM
* HTTPS + REST
* XML based message header —S-100 support
e Standard payload: S-100 message types
e Additional payload: Any

* ISO 28005-2 EPC
* Plain HTTPS
* XML based message header — based on FAL.5/Circ.46

Transport
protocol

» Standard payload: XML message body for ISO 28005 data model (IMO Compendium)

* Additional payload: Any, allows any number of attachments

* AS4
 HTTPS + SOAP
* SOAP Message header, AS4 subset of ebMS 3.0
* Arbitrary payload and attachments
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AP| Data content

* [EC 63173-2 SECOM

* S-100 product specification supported
* No specific solution for MSW today

* 1ISO 28005-2 EPC

API data content

e Standard payload: XML message body for ISO 28005 data model (IMO

Compendium)
* Additional payload: Any, allows any number of attachments

* AS4
* Arbitrary payload and attachments
* UNECE MMT-RDM suggested for MSW - tbd

ﬂ\k ITS Norway




Orchestration Orchestration

* [EC 63173-2 SECOM

e S-100 product specifications
e Currently none for MSW

* ISO 28005-2 EPC
* Message Implementation Guides: MSW + MRS

* AS4

e Currently none for MSW
* May be provided by national access points
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Contact me at:

@rnulf Jan Rgdseth, Director Maritime ITS
ornulfjan.rodseth@its-norway.no
+47 9309 4401

https://its-norway.no/en/maritime-its/
http://ists.mits-forum.org/
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